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When you’re ready to begin using your .BANK or .INSURANCE domain(s) this hub will provide your internal team and/or vendors with everything needed to make the move. Each requirement for launching your domain is linked below to its corresponding Implementation Guide.















 
 Implementation Instructions 
[click to expand]

 


 
Review the requirements: click through to the requirement implementation guides to see the process, resources and tools available for implementing each requirement.



Assign the requirements: Atop each requirement page you will have the ability to “assign” the requirement to a member of your team or a vendor, thus sending them the guide for their respective section(s) via email.



Implement, Test & Report Requirements Complete: Use the resources and tools provided in each guide to implement the requirements with your internal team and/or vendors. Check your work with the tools provided, and mark the requirements complete so that fTLD can confirm your implementation.
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1.
Ensure authoritative name server host names are within the .BANK | .INSURANCE domain zone
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    2.
    Implement DNS Security Extensions (DNSSEC) with strong cryptographic algorithms 
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    3.
    Obtain a Digital Identity Certificate  
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   4.
    Ensure TLS v1.2 or greater has been implemented where required
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    5.
    Create DMARC and SPF records for email authentication  
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    Working with Vendors
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